
Figure 1:  J-Plot Showing Calls And Data Access 
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in clu de\ linu x\ lice ns e. h

in clu de \lin ux \lim it s. h

in clu de \lin ux \lin kag e. h

inc lud e\ linu x\lis t. h
inc lud e\lin ux \lo ck de p. h

inclu de \lin ux \m a gic .h

in clu de \lin ux \m a jor. h
in clu de \lin ux \m em o ry .h
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in clud e\ linu x\ m em p olic y.h
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in clu de \lin ux \m m .h
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inc lud e\lin ux \m o du le. h

in clu de \lin ux \m o du leloa de r. h

inc lud e\ linu x\m o du lep ar am . h

in clu de \linu x\ m ou nt .h

inc lud e\ linu x\ m pa ge .h

inc lud e\ linu x\m q ue ue .h

in clu de \linu x\ m sg .h

inc lud e\ linu x\ m ut ex .h

inc lud e\ linu x\m u te x- de bu g. h

inc lude \lin ux \n am e i.h

in clu de \lin ux \n am es pa ce .h

inc lud e\ linux \n eig hb ou r. h

inclu de \lin ux \n et .h

inc lud e\ linu x\ net de vic e. h

in clu de\ linu x\ ne tlin k. h

in clu de \lin ux \n fs .h

inc lud e\lin ux \n fs _f s. h

inc lud e\ linu x\ nf s_ fs _i.h

inc lud e\ linux \n fs _f s_ sb .h

in clud e\ linu x\ nf s_ m ou nt. h

in clu de \lin ux \n fs_ xd r. h

in clu de\ linu x\ nf s2 .h

inc lud e\ linu x\ nfs 3. h

inc lude \lin ux \n fs 4. h

inc lud e\ linu x\ nfs ac l.h

in clu de\ linu x\ nm i. h

inc lud e\ linu x\ nod e. h

in clud e\ linu x\ no de m as k.h

in clu de \lin ux \no tif ier .h

inclu de \lin ux \n sp ro xy .h

inc lud e\ linu x\n um a .h

in clu de \lin ux \o om . h

in clu de \linu x\ pa ge -f lag s. h

inc lud e\ linu x\ pag em a p. h

in clu de\ linu x\ pa ge ve c. h

in clu de \lin ux \pa ra m .h

inc lud e\ linu x\ pc i.h

in clu de \linu x\ pc i_id s. h

inc lud e\ linu x\ pci_ re gs .h

in clud e\ linu x\ pe rc pu .h

inc lud e\lin ux \p er cp u_ co un ter .h

inc lud e\ linu x\ per so na lity .h

in clu de \lin ux \p fn .h

inc lud e\lin ux \p id. h

in clu de \lin ux \pip e_ fs _i. h

inc lud e\ linu x\ plis t. h

inc lude \lin ux \p m .h

inc lud e\ linux \p m _le ga cy .h

inc lud e\ linu x\ pois on .h

inc lud e\ linu x\ po ll.h

in clu de\ linu x\ po six _a cl. h

in clu de \linu x\ po six _a cl_ xa tt r.h

inc lud e\ linu x\p os ix_ ty pe s. h

inc lud e\ linu x\ po six- tim e rs .h

in clu de \lin ux \p rc tl. h

inclu de \lin ux \p re em p t.h

in clu de\ linu x\ pr ef et ch .h

inc lud e\ linux \p rio _t re e. h

inc lud e\ linu x\p ro c_ fs .h

inc lud e\ linu x\ pro file .h

in clu de \lin ux \p spa ce .h

in clu de \lin ux \p tr ace .h

in clu de \lin ux \q uo ta .h

inc lud e\ linu x\ ra dix -t ree .h

inclu de \lin ux \r aid \m d .h

in clud e\ linu x\ ra id\ m d_ k.h

in clud e\ linu x\ ra id\ m d_ p.h

in clud e\ linu x\ ra id\ m d_ u.h

inc lude \lin ux \r am f s. h

inc lude \lin ux \r an do m .h

in clud e\ linu x\ rb tr ee .h

in clud e\ linu x\ rc up da te .h

inclu de \lin ux \r eb oo t. h

inc lud e\ linu x\ re lay .h

in clu de \lin ux \r es ou rce .h

inc lud e\ linu x\ re sum e -t ra ce .h

in clu de \lin ux \r m ap. h

in clu de \lin ux \r om fs _f s. h

in clu de \lin ux \ro ot _d ev .h

in clu de \lin ux\ rt c. h

inc lud e\lin ux \r tm u te x. h

inc lude \lin ux \r tn et link .h

inc lud e\ linu x\ rw se m .h

in clu de \lin ux \r ws em -s pin loc k. h

inc lud e\ linu x\ sch ed .h

inc lud e\ linux \s ec co m p. h

in clu de\ linu x\ se cu re bit s. h

in clud e\ linu x\ se cu rit y. h

inc lud e\ linu x\ se linux .h

inc lud e\ linu x\s em . h

inc lud e\lin ux \s eq _f ile. h

in clud e\ linu x\ se qlo ck .h

in clu de \lin ux \s hm .h

inc lud e\ linux \s hm e m _f s. h

in clu de\ linu x\ sig na l.h

in clu de \lin ux \s kb uff .h

in clu de \lin ux \sla b. h

inc lude \lin ux \s m p. h

inc lud e\ linu x\ sm p_ loc k. h

in clu de \lin ux \so ck et .h

inclu de \lin ux \s oc kio s. h

in clu de \lin ux \s or t.h

inc lud e\lin ux \s pin loc k. h

inc lud e\ linu x\ sp inlo ck _ap i_s m p. h

in clu de \lin ux \sp inlo ck _a pi_ up .h

inc lude \lin ux \s pin loc k_ ty pes .h

in clu de \lin ux \s pinlo ck _t yp es _u p. h

inc lud e\lin ux \s pin loc k_ up .h

in clu de \lin ux \s rc u.h

in clu de \linu x\ st ac kt ra ce .h

inc lud e\ linu x\ st at .h

inc lud e\ linux \s ta tf s. h

inc lud e\ linu x\ st dd ef .h

inc lud e\ linux \s to p_ m ac hin e. h

inc lud e\ linu x\ st rin g. h

in clu de \lin ux\ st rin gif y. h

in clu de \lin ux \s un rpc \a ut h. h

inc lud e\lin ux \s un rp c\ cln t. h

in clu de \lin ux \s un rpc \d eb ug .h

inc lude \lin ux \s un rp c\ m sg_ pr ot .h

in clu de \lin ux \s unr pc \s ch ed .h

in clud e\ linu x\ su nr pc \s tat s. h

in clu de \lin ux \su nr pc \t im er .h

in clu de \lin ux \s un rp c\x dr .h

in clu de \linu x\ su nr pc \x pr t. h

in clu de \lin ux \s usp en d. h

in clud e\ linu x\ sw ap .h

in clu de \lin ux\ sw ap op s. h

inc lud e\ linu x\ sy sc alls .h

in clu de \linu x\ sy sc tl. h

inc lud e\ linu x\s ys de v. h

inc lud e\ linu x\ sy sf s. h

in clu de \linu x\ sy sr q. h

in clu de \lin ux \t ask st at s. h

inc lud e\ linu x\ ta sk st ats _k er n. h

inc lud e\lin ux \t er m ios .h

inc lud e\ linu x\t ex ts ea rc h. h

inc lud e\ linu x\ th rea d_ inf o. h

in clu de\ linu x\ th re ad s. h

inc lud e\ linu x\t im e. h

inc lud e\ linu x\ tim er .h

inclu de \lin ux \t im es .h

in clu de \lin ux\ tim e x. h

in clu de \lin ux \t opo log y. h

inc lud e\ linu x\ ts ac ct _ke rn .h

in clu de\ linu x\ tt y. h

in clu de \lin ux\ tt y_ dr ive r. h

in clu de \lin ux \t ty_ ldis c. h

in clu de \lin ux \t yp es .h

in clu de\ linu x\ ua cc es s. h

inc lud e\ linux \u io. h

inc lud e\ linu x\ unis td .h

inc lud e\ linu x\ un win d. h

in clu de\ linu x\ ut s. h

in clu de \lin ux\ ut sn am e .h

inc lud e\ linu x\v er m ag ic. h

inc lud e\ linu x\ vf s.h
inclu de \lin ux \v m allo c. h

inc lude \lin ux \v m st at .h
in clu de \lin ux\ vt .h

in clu de \lin ux \v t_k er n. h
inc lud e\ linu x\ wa it.h

in clud e\ linu x\ wo rk qu eu e.h
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Figure 2:  Cyclomatic Complexity 
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Item DB Address Module Name File Name Metrics Value 
 1  6060 audit_filter_rules  kernel\auditsc.c  73 
 2  8191 unwind  kernel\unwind.c  60 
 3  8685 do_mmap_pgoff  mm\mmap.c  54 
 4  6028 audit_data_to_entry  kernel\auditfilter.c  52 
 5  6730 mark_lock  kernel\lockdep.c  48 
 6  9340 sys_swapon  mm\swapfile.c  47 
 7  5868 sys_shmctl  ipc\shm.c  46 
 8  6739 __lock_acquire  kernel\lockdep.c  42 
 9  7135 snapshot_ioctl  kernel\power\user.c  41 
 10  8190 processCFI  kernel\unwind.c  37 
     
 

Table 1:  Cyclomatic Complexity



 

lock( In )lock( In )
wait( In )wait( In )

retry( In )retry( In )
info( In )info( In )
func(  )func(  )

wait(  )wait(  )
retry(  )retry(  )
info(  )info(  )

v( In )v( In )
i( In )i( In )

lock( In )lock( In )
n(  )n(  )
from(  )from(  )
__user(  )__user(  )

__user(  )__user(  )
len( In )len( In )
from(  )from(  )
to(  )to(  )

len( In )len( In )
from( In )from( In )
to(  )to(  )

read_profile [497]read_profile [497]

profile_flip_buffers [497]profile_flip_buffers [497]

mutex_lock [475]mutex_lock [475]

on_each_cpu [513]on_each_cpu [513]

smp_call_function [340]smp_call_function [340]

atomic_add [5]atomic_add [5]

mutex_unlock [475]mutex_unlock [475]

copy_to_user [98]copy_to_user [98]

__copy_tofrom_user [98]__copy_tofrom_user [98]

__copy_tofrom_user_nocheck [98]__copy_tofrom_user_nocheck [98]

__asm__ [92]__asm__ [92]

 
Figure 3:  Event-Response Diagram: read_profile() 



kernel
include

1. read_profile

2. profile_flip_buffers

3. mutex_lock

4. on_each_cpu

5. smp_call_function

6. atomic_add

7. mutex_unlock

8. copy_to_user

9. __copy_tofrom_user

10. __copy_tofrom_user_nocheck

11. __asm__

 
Figure 4:  Sequence Diagram: read_profile() 

1.1  register_kretprobe() 



gfp( In )gfp( In )
size( In )size( In )

rp( In )rp( In )
rp( In )rp( In )

block( In )block( In )
called_from( In )called_from( In )
p( InOut )p( InOut )

name( In )name( In )
result( InOut )result( InOut )
off( InOut )off( InOut )

name(  )name(  )
addr( In )addr( In )

addr( In )addr( In )
addr(  )addr(  )

addr( In )addr( In )
addr(  )addr(  )

lock( In )lock( In )
addr( In )addr( In )

p( In )p( In )
old_p( In )old_p( In )

register_kretprobe [467]register_kretprobe [467]
kmalloc [572]kmalloc [572]
free_rp_inst [467]free_rp_inst [467]
get_free_rp_inst [467]get_free_rp_inst [467]
kfree [572]kfree [572]
__register_kprobe [467]__register_kprobe [467]
kallsyms_lookup_name [463]kallsyms_lookup_name [463]
kallsyms_expand_symbol [463]kallsyms_expand_symbol [463]
module_kallsyms_lookup_name [243]module_kallsyms_lookup_name [243]

kernel_text_address [448]kernel_text_address [448]
core_kernel_text [448]core_kernel_text [448]
module_text_address [243]module_text_address [243]
in_kprobes_functions [467]in_kprobes_functions [467]
mutex_lock [475]mutex_lock [475]
get_kprobe [467]get_kprobe [467]
register_aggr_kprobe [467]register_aggr_kprobe [467]
copy_kprobe [467]copy_kprobe [467]
add_new_kprobe [467]add_new_kprobe [467]
add_aggr_kprobe [467]add_aggr_kprobe [467]
arch_prepare_kprobe [219]arch_prepare_kprobe [219]
atomic_add_return [5]atomic_add_return [5]
arch_arm_kprobe [219]arch_arm_kprobe [219]
mutex_unlock [475]mutex_unlock [475]

 
Figure 5:  Event-Response Diagram: register_kretprobe() 



kernel
mm

include

1. register_kretprobe

2. kmalloc

3. free_rp_inst

4. get_free_rp_inst

5. kfree

6. __register_kprobe

7. kallsyms_lookup_name

8. kallsyms_expand_symbol

9. module_kallsyms_lookup_name

10. kernel_text_address

11. core_kernel_text

12. module_text_address

13. in_kprobes_functions

14. module_text_address

15. mutex_lock

16. get_kprobe

17. register_aggr_kprobe

18. copy_kprobe

19. add_new_kprobe

20. add_aggr_kprobe

21. copy_kprobe

22. arch_prepare_kprobe

23. atomic_add_return

24. arch_arm_kprobe

25. mutex_unlock

 
Figure 6:  Sequence Diagram: register_kretprobe() 



 

1.2  swsusp_save() 



fmt( In )fmt( In ) nr_highmem( In )nr_highmem( In )nr_pages( InOut )nr_pages( InOut ) nr_highmem( InOut )nr_highmem( InOut ) nr_highmem( In )nr_highmem( In )nr_pages( InOut )nr_pages( InOut )copy_bm( In )copy_bm( In )orig_bm( In )orig_bm( In )safe_needed( In )safe_needed( In )gfp_mask( In )gfp_mask( In )bm( InOut )bm( InOut )safe_needed( In )safe_needed( In )gfp_mask( In )gfp_mask( In )ca( Out )ca( Out ) ca( In )ca( In )nr_zones( InOut )nr_zones( InOut )size( In )size( In )ca( InOut )ca( InOut )safe_needed( In )safe_needed( In )gfp_mask( In )gfp_mask( In ) clear_page_nosave( In )clear_page_nosave( In )ca( In )ca( In )clear_page_nosave( In )clear_page_nosave( In )list( InOut )list( InOut )clear_nosave_free( In )clear_nosave_free( In )addr( In )addr( In )

swsusp_save [461]swsusp_save [461]
printk [465]printk [465]
drain_local_pages [353]drain_local_pages [353]
count_data_pages [461]count_data_pages [461]
count_highmem_pages [461]count_highmem_pages [461]
enough_free_mem [461]enough_free_mem [461]
snapshot_additional_pages [461]snapshot_additional_pages [461]
count_pages_for_highmem [461]count_pages_for_highmem [461]
count_free_highmem_pages [461]count_free_highmem_pages [461]
swsusp_alloc [461]swsusp_alloc [461]
memory_bm_create [461]memory_bm_create [461]
chain_init [461]chain_init [461]
create_zone_bm_list [461]create_zone_bm_list [461]
chain_alloc [461]chain_alloc [461]
get_image_page [461]get_image_page [461]
chain_free [461]chain_free [461]
free_list_of_pages [461]free_list_of_pages [461]
free_image_page [461]free_image_page [461]
create_bm_block_list [461]create_bm_block_list [461]
memory_bm_position_reset [461]memory_bm_position_reset [461]
memory_bm_free [461]memory_bm_free [461]
get_highmem_buffer [461]get_highmem_buffer [461]
alloc_highmem_image_pages [461]alloc_highmem_image_pages [461]
alloc_image_page [461]alloc_image_page [461]
memory_bm_set_bit [461]memory_bm_set_bit [461]
swsusp_free [461]swsusp_free [461]
copy_data_pages [461]copy_data_pages [461]
mark_free_pages [353]mark_free_pages [353]
page_is_saveable [461]page_is_saveable [461]
saveable_highmem_page [461]saveable_highmem_page [461]
saveable_page [461]saveable_page [461]
memory_bm_next_pfn [461]memory_bm_next_pfn [461]
copy_data_page [461]copy_data_page [461]
kmap_atomic [33]kmap_atomic [33]
do_copy_page [461]do_copy_page [461]
kunmap_atomic [33]kunmap_atomic [33]

 
Figure 7:  Event-Response Diagram: swsusp_save() 



kernel
include

1. swsusp_save

2. printk

3. drain_local_pages

4. count_data_pages

5. count_highmem_pages

6. enough_free_mem

7. snapshot_additional_pages

8. count_pages_for_highmem

9. count_free_highmem_pages

10. swsusp_alloc

11. memory_bm_create

12. chain_init

13. create_zone_bm_list

14. chain_alloc

15. get_image_page

16. chain_free

17. free_list_of_pages

18. free_image_page

19. create_bm_block_list

20. chain_alloc

21. get_image_page

22. memory_bm_position_reset

23. memory_bm_free

24. free_image_page

25. free_list_of_pages

 
Figure 8:  Sequence Diagram: swsusp_save() - Part  1 



kernel
include

26. get_highmem_buffer

27. get_image_page

28. alloc_highmem_image_pages

29. count_free_highmem_pages

30. alloc_image_page

31. memory_bm_set_bit

32. alloc_image_page

33. memory_bm_set_bit

34. swsusp_free

35. copy_data_pages

36. mark_free_pages

37. page_is_saveable

38. saveable_highmem_page

39. saveable_page

40. memory_bm_set_bit

41. memory_bm_position_reset

42. memory_bm_next_pfn

43. copy_data_page

44. kmap_atomic

45. do_copy_page

46. kunmap_atomic

 
Figure 9:  Sequence Diagram: swsusp_save() - Part  2



 

 

1.3 audit_filter_rules() 

audit_filter_rules [383]

audit_comparator [382]
sys_getppid [472]

selinux_get_task_sid [297]
selinux_audit_rule_match [297]

audit_match_perm [383]

audit_classify_syscall [103]
audit_match_class [382]

kstrdup [322]

 



Figure 10:  Call Graph: audit_filter_rules 



audi t_filter_rules,struct 

task_struct*,struct audit_

krule*,struct audit_contex
t*,struct audit_names*,enu
m*,for

(i  = 0;i  < rule->field_cou
nt; i++)

switch

case

AUDIT_PID

Fn

audi t_comparator,const u32

,const u32,const u32, [382

]

break

case

AUDIT_PPID

i f

(ctx)

i f

(!ctx->ppid)

end i f

Fn

sys_getppid,void, [472]

Fn

audit_comparator ,const u32
,const u32,const u32, [382
]

end i f

break

case

AUDIT_UID

Fn

audit_comparator ,const u32

,const u32,const u32, [382

]

break

case

AUDIT_EUID

Fn

audi t_comparator,const u32

,const u32,const u32, [382
]

break

case

AUDIT_SUID

Fn

audit_comparator ,const u32

,const u32,const u32, [382
]break

case

AUDIT_FSUID

Fn

audit_comparator ,const u32

,const u32,const u32, [382
]break

case

AUDIT_GID

Fn

audit_comparator ,const u32

,const u32,const u32, [382
]break

case

AUDIT_EGID

Fn

audi t_comparator,const u32

,const u32,const u32, [382
]break

case

AUDIT_SGID

Fn

audit_comparator ,const u32

,const u32,const u32, [382
]break

case

AUDIT_FSGID

Fn

audit_comparator ,const u32

,const u32,const u32, [382
]break

case

AUDIT_PERS

Fn

audit_comparator ,const u32

,const u32,const u32, [382
]break

case

AUDIT_ARC H

if

(ctx)

end i f

Fn

audit_comparator ,const u32

,const u32,const u32, [382
]

break

case

AUDIT_EXIT

if

(ctx &&ctx->return_valid)

end if

Fn

audit_comparator ,const u32

,const u32,const u32, [382

]
break

case

AUDIT_SUCCESS

i f

(ctx &&ctx->return_val id)

i f

(f->val)

Fn

audi t_comparator,const u32

,const u32,const u32, [382

]

else

Fn

audi t_comparator,const u32

,const u32,const u32, [382

]

end i f

end i f

break

case

AUDIT_DEVMAJOR

i f

(name)

Fn

audi t_comparator,const u32

,const u32,const u32, [382

]

else

i f

(ctx)

for

(j  = 0;j  < ctx->name_count

; j++)

Fn

audi t_comparator,const u32

,const u32,const u32, [382

]

i f

(audit_comparator(MAJOR(ct

x->names[j].dev),� f->op, f
->val))

break

end if

end for

end if

end if

break

case

AUDIT_DEVMINOR

i f

(name)

Fn

audit_comparator ,const u32

,const u32,const u32, [382

]

else

i f

(ctx)

for

(j  = 0;j < ctx->name_count

; j++)

Fn

audi t_comparator,const u32

,const u32,const u32, [382

]

i f

(audit_comparator(MINOR(ct

x->names[j].dev), f->op, f
->val))

break

end if

end for

end if

end if

break

case

AUDIT_INODE

i f

(name)

else

i f

(ctx)

for

(j  = 0;j < ctx->name_count

; j++)

Fn

audi t_comparator,const u32

,const u32,const u32, [382

]

i f

(audit_comparator(ctx->nam

es[j].ino, f->op, f->val ))

break

end i f

end for

end i f

end i f

break

case

AUDIT_WATCH

i f

(name &&rule->w atch-> ino !

=(unsigned long)-1)

end i f

break

case

AUDIT_LOG INUID

if

(ctx)

end i f

Fn

audit_comparator ,const u32

,const u32,const u32, [382
]

break

case

AUDIT_SUBJ_USER

case

AUDIT_SUBJ_ROLE

case

AUDIT_SUBJ_TYPE

case

AUDIT_SUB J_SEN

case

AUDIT_SUBJ_CLR

i f

(f->se_rule)

i f

(need_sid)

Fn

selinux_get_task_sid,struc

t task_struct*,u32*, [297]

end if

Fn

selinux_audit_rule_match,u
32,u32,u32,struct selinux_
audi t_rule???*,struct audi
t_context*, [297]

end if

break

case

AUDIT_OBJ_USER

case

AUDIT_OBJ_ROLE

case

AUDIT_OB J_TYPE

case

AUDIT_OBJ_LEV_LOW

case

AUDIT_OBJ_LEV_HIG H

if

(f->se_rule)

if

(name)

Fn

selinux_audi t_rule_match,u

32,u32,u32,struct selinux_

audit_rule???*,struct audi
t_context*, [297]

else

if

(ctx)

for

(j = 0;j  < ctx->name_count

; j++)

Fn

selinux_audi t_rule_match,u

32,u32,u32,struct selinux_
audit_rule???*,struct audi
t_context*, [297]

if

(selinux_audit_rule_match(
� � � � � �       ctx->names[j].
osid,  � � � � � �       f->type

, f->op,  � � � � � �       f->s

e_rule, ctx))
break

end if

end for

end if

end if

if

(ctx)

for

(aux = ctx->aux;aux;   � � �

� �      aux = aux->next)

if

(aux->type ==AUDIT_IPC)

Fn

selinux_audi t_rule_match,u

32,u32,u32,struct selinux_

audit_rule???*,struct audi

t_context*, [297]
if

(selinux_audit_rule_match(

axi->osid, f->type, f->op,

f->se_rule, ctx))

break

end if

end if

end for

end if

end if

break

case

AUDIT_ARG 0

case

AUDIT_ARG1

case

AUDIT_ARG2

case

AUDIT_ARG3

i f

(ctx)

end i f

Fn

audi t_comparator,const u32

,const u32,const u32, [382
]

break

case

AUDIT_FILTERKEY

break

case

AUDIT_PERM

Fn

audi t_match_perm,struct au

di t_context*,int, [383]

break

End Select

if

(!resul t)

return

end if

end for

if

(rule->filterkey)

end if

Fn

kstrdup,const char *,gfp_t,
[322]

switch

case

AUDIT_NEVER

break

case

AUDIT_ALWAYS

break

End Select

return

End Function

 
Figure 11:  Flow Chart: audit_filter_rules 

 (Metrics: Exe Lines = 183; Complexity =  73; Nesting Depth =  7)



right( In )right( In )

op( In )op( In )

left( In )left( In )

sid(  )sid(  )

tsk(  )tsk(  )

actx(  )actx(  )

op(  )op(  )

field(  )field(  )

sid(  )sid(  )

mask( In )mask( In )

ctx( In )ctx( In )

syscall(  )syscall(  )

abi(  )abi(  )

syscall( In )syscall( In )

class( In )class( In )

gfp(  )gfp(  )

s(  )s(  )

audit_filter_rules [383]audit_filter_rules [383]

audit_comparator [382]audit_comparator [382]

sys_getppid [472]sys_getppid [472]

selinux_get_task_sid [297]selinux_get_task_sid [297]

selinux_audit_rule_match [297]selinux_audit_rule_match [297]

audit_match_perm [383]audit_match_perm [383]

audit_classify_syscall [103]audit_classify_syscall [103]

audit_match_class [382]audit_match_class [382]

kstrdup [322]kstrdup [322]

 
Figure 12:  Event-Response Diagram: audit_filter_rules 



audit_data_to_entry [382]

audit_to_entry_common [382]

printk [441]

vprintk [441]

zap_locks [441]

lockdep_off [416]

vscnprintf [195]

printk_clock [441]

sched_clock [293]

emit_log_char [441]

debug_smp_processor_id [305]

have_callable_console [441]

release_console_sem [441]

call_console_drivers [441]

_call_console_drivers [441]

__call_console_drivers [441]

debug_smp_processor_id [305]

lockdep_on [416]

audit_init_entry [382]

kfree [304]

audit_unpack_string [382]

selinux_audit_rule_init [297]

printk [441]

vprintk [441]

zap_locks [441]

lockdep_off [416]

vscnprintf [195]

printk_clock [441]

sched_clock [293]

emit_log_char [441]

debug_smp_processor_id [305]

have_callable_console [441]

release_console_sem [441]

call_console_drivers [441]

_call_console_drivers [441]

__call_console_drivers [441]

debug_smp_processor_id [305]

lockdep_on [416]

kfree [304]

audit_to_watch [382]

audit_init_watch [382]

audit_get_watch [382]

audit_to_inode [382]

audit_free_rule [382]

audit_put_watch [382]

kfree [304]

kfree [304]

selinux_audit_rule_free [297]

 
Figure 13:  Call Graph: audit_data_to_entry 



audit_data_to_entry,struct

audit_rule_data*,size_t,

Fn

audit_to_entry_common,stru

ct audit_rule*, [382]

if

(IS_ERR(entry))

goto

exit_nofree

end if

for

(i = 0;i < data->field_cou

nt; i++)

if

(!(data->fieldflags[i] & A

UDIT_OPERATORS) ||   � �    

data->fieldflags[i] & ~AUD

IT_OPERATORS)
goto

exit_free

end if

switch

case

AUDIT_PID

case

AUDIT_UID

case

AUDIT_EUID

case

AUDIT_SUID

case

AUDIT_FSUID

case

AUDIT_GID

case

AUDIT_EGID

case

AUDIT_SGID

case

AUDIT_FSGID

case

AUDIT_LOGINUID

case

AUDIT_PERS

case

AUDIT_ARCH

case

AUDIT_MSGTYPE

case

AUDIT_PPID

case

AUDIT_DEVMAJOR

case

AUDIT_DEVMINOR

case

AUDIT_EXIT

case

AUDIT_SUCCESS

case

AUDIT_ARG0

case

AUDIT_ARG1

case

AUDIT_ARG2

case

AUDIT_ARG3

break

case

AUDIT_SUBJ_USER

case

AUDIT_SUBJ_ROLE

case

AUDIT_SUBJ_TYPE

case

AUDIT_SUBJ_SEN

case

AUDIT_SUBJ_CLR

case

AUDIT_OBJ_USER

case

AUDIT_OBJ_ROLE

case

AUDIT_OBJ_TYPE

case

AUDIT_OBJ_LEV_LOW

case

AUDIT_OBJ_LEV_HIGH

Fn

audit_unpack_string,void**

,size_t*,size_t, [382]

if

(IS_ERR(str))

goto

exit_free

end if

Fn

selinux_audit_rule_init,u3

2,u32,char*,struct selinux

_audit_rule???**, [297]

if

(err ==-EINVAL)

Fn

printk,const char*,., [441

]

end if

if

(err)

Fn

kfree,const void*, [304]

goto

exit_free

else

end if

break

case

AUDIT_WATCH

Fn

audit_unpack_string,void**

,size_t*,size_t, [382]

if

(IS_ERR(str))

goto

exit_free

end if

Fn

audit_to_watch,struct audi

t_krule*,char*,int,u32, [3

82]

if

(err)

Fn

kfree,const void*, [304]

goto

exit_free

end if

break

case

AUDIT_INODE

Fn

audit_to_inode,struct audi

t_krule*,struct audit_fiel

d*, [382]
if

(err)

goto

exit_free

end if

break

case

AUDIT_FILTERKEY

if

(entry->rule.filterkey || 

f->val > AUDIT_MAX_KEY_LEN

)

goto

exit_free

end if

Fn

audit_unpack_string,void**

,size_t*,size_t, [382]

if

(IS_ERR(str))

goto

exit_free

end if

break

case

AUDIT_PERM

if

(f->val & ~15)

goto

exit_free

end if

break

default

goto

exit_free

End Select

end for

if

(f)

switch

case

AUDIT_NOT_EQUAL

case

AUDIT_EQUAL

break

default

goto

exit_free

End Select

end if

exit_nofree:

return

exit_free:

Fn

audit_free_rule,struct aud

it_entry*, [382]

return

End Function

 
Figure 14:  Flow Chart: audit_data_to_entry 



 (Metrics: Exe Lines = 125; Complexity =  52; Nesting Depth =  

3)

rule( In )rule( In )fmt( In )fmt( In )fmt( In )fmt( In ) fmt(  )fmt(  )size(  )size(  )buf(  )buf(  ) c( In )c( In )

end( In )end( In )
start( In )start( In )msg_log_level( In )msg_log_level( In )

end( In )end( In )start( In )start( In )end( In )end( In )start( In )start( In )

audit_data_to_entry [382]audit_data_to_entry [382]
audit_to_entry_common [382]audit_to_entry_common [382]
printk [441]printk [441]
vprintk [441]vprintk [441]
zap_locks [441]zap_locks [441]
lockdep_off [416]lockdep_off [416]
vscnprintf [195]vscnprintf [195]
printk_clock [441]printk_clock [441]
sched_clock [293]sched_clock [293]
emit_log_char [441]emit_log_char [441]
debug_smp_processor_id [305]debug_smp_processor_id [305]
have_callable_console [441]have_callable_console [441]
release_console_sem [441]release_console_sem [441]
call_console_drivers [441]call_console_drivers [441]
_call_console_drivers [441]_call_console_drivers [441]
__call_console_drivers [441]__call_console_drivers [441]
lockdep_on [416]lockdep_on [416]
audit_init_entry [382]audit_init_entry [382]
kfree [304]kfree [304]
audit_unpack_string [382]audit_unpack_string [382]
selinux_audit_rule_init [297]selinux_audit_rule_init [297]
audit_to_watch [382]audit_to_watch [382]
audit_init_watch [382]audit_init_watch [382]
audit_get_watch [382]audit_get_watch [382]
audit_to_inode [382]audit_to_inode [382]
audit_free_rule [382]audit_free_rule [382]
audit_put_watch [382]audit_put_watch [382]
selinux_audit_rule_free [297]selinux_audit_rule_free [297]

Figure 15:  Event-Response Diagram: audit_data_to_entry 

  


